Teaching children not to forward embarrassing photos or messages

Define the behavior without minimizing it

Begin with a clear, age-appropriate definition. Forwarding a photograph,
screenshot, recording, or message that makes another person feel exposed,
ashamed, threatened, or ridiculed can be harmful even if the sender describes
it as a joke. Repeated or targeted behavior may meet common definitions of
cyberbullying, but a single widely circulated image can also cause substantial
psychological and social harm.

Explain that forwarding is an active decision. A child does not need to create
the content to contribute to its spread. Sending it to one friend, posting it

in a group chat, adding a mocking comment, or saving it for later sharing can
all increase the audience and the affected person’s loss of control. Forwarding
unflattering or private images and spreading embarrassing information are
recognized examples of cyberbullying-related behavior.

Use neutral questions rather than labels such as "bully” or "bad child." Ask,

"What do you think happened to the person when more people saw this?" and "What
would you want someone to do if this were a picture of you?" The goal is
accountability and empathy, not shame. Distinguish the behavior from the

child’s identity: a harmful choice must be stopped, repaired where possible,



and learned from.
Teach consent, privacy, and digital permanence

Children often understand physical permission more readily than digital

consent. Give them a practical rule: if a photo, message, recording, or
screenshot is about another person, ask that person’s permission before sharing
it. Permission should be specific and voluntary, not assumed because the
material was sent privately, appears harmless, or is already visible in a small
group. A person can change their mind, and consent to one audience does not
mean consent to another.

Clarify that privacy includes more than nudity or highly sensitive information.

A child may reasonably expect privacy for a medical disclosure, family
argument, private joke, poor test result, emotional message, unflattering

image, or recording made during a vulnerable moment. Screenshots can remove
context and make a private exchange appear public. Once material is forwarded,
copied, downloaded, or reposted, complete removal may be impossible.

Include Protecting child online privacy as part of the wider family

conversation. Discuss account visibility, group-chat membership, tagging,
location information, and who can download or reshare content. Children should
know that privacy settings reduce risk but do not guarantee confidentiality.

Their own digital footprint and the personal information of peers deserve equal
care.

Use a pause-and-check routine before sharing

Rules are more effective when children can apply them quickly under social
pressure. Teach a short routine and rehearse it with realistic examples. One
useful version is "Pause, Permission, Purpose, Person."

Pause: Put the phone down or wait before tapping forward, especially when
feeling excited, angry, embarrassed, or pressured.

Permission: Ask whether the person shown or quoted agreed to this specific
sharing. If the answer is unknown, do not send it.

Purpose: Identify the reason for sharing. If the purpose is ridicule, revenge,
status, or making a group laugh at someone, stop.



Person: Consider who may receive it, whether it could be copied, and how the
person might feel if it reached classmates, teachers, family members, or
strangers.

Pair the routine with a firm default: when uncertain, do not forward. A child
can say, "I am not sharing that," "Did they say | could send it?" or "Please
leave me out of this." For younger children, role-play the physical steps:
close the app, do not reply impulsively, show a trusted adult, and use the
reporting function. Repetition helps convert an abstract safety principle into
an automatic response.

Address peer pressure and the bystander role

Children may forward content because they fear exclusion, want to preserve
social status, or believe refusal will make them the next target. Explain that

a group chat can create a false sense that harmful behavior is normal because
several people are participating. Quietly viewing, reacting with laughing
symbols, requesting the image, or adding a comment can reinforce the spread
even without initiating it.

Teach several safe bystander options. A child can refuse to forward, avoid
reacting, privately support the targeted person, leave or mute the
conversation, report the content, and tell a trusted adult. They do not need to
confront a large group or investigate the origin themselves. A simple message
such as "Do not send this to me" or "This is private; | am not forwarding it"
can interrupt momentum without escalating the exchange.

Use developmentally appropriate internet safety teaching and adapt the
expectation to the child’s maturity, communication needs, and online
environments. Some children need visual reminders, scripted responses, or
supervised practice. Children who are impulsive, socially anxious,
neurodivergent, or experiencing peer difficulties may benefit from

individualized coaching rather than repeated punishment. The objective is safer
decision-making and support, not perfect judgment in every situation.

Respond constructively when a child has forwarded content

Caregiver reactions strongly influence whether a child will disclose future



incidents. First establish immediate safety and slow the conversation down. Ask
what was shared, who may have received it, whether anyone is threatening or
coercing the child, and whether the child is worried about retaliation. Avoid
demanding that the child show the material in front of siblings or peers.
Preserve relevant evidence discreetly if it is needed for reporting, while
avoiding further forwarding or unnecessary duplication.

State the boundary clearly: "Sharing that without permission was harmful, and
we need to act now to reduce the spread." Then ask what the child can do to
repair the situation. Depending on the circumstances, this may include stopping
further sharing, deleting their copy when appropriate, reporting the post or
account, informing a school safeguarding contact, and offering a sincere
apology without pressuring the affected child to respond. Do not promise that
deletion will erase every copy.

Use a no-blame reporting routine for children who receive harmful material or
make a mistake. They should be able to say, "I saw something private," "I
forwarded something | should not have," or "Someone is pressuring me," and
expect help before consequences are discussed. Review what led to the decision,
identify an earlier pause point, and practice a safer response. Consequences
should be proportionate, related to the behavior, and paired with education.

Know when to involve school, platforms, or professionals

Some incidents can be managed with family guidance; others require coordinated
support. Contact the school when the content involves classmates, affects
attendance or learning, continues despite requests to stop, or creates a

hostile school environment. Ask for the school’'s documented safeguarding or
anti-bullying process. Platform reporting tools may help with harassment,

privacy violations, impersonation, or non-consensual image sharing. Keep dates,
usernames, URLs, and screenshots in a secure location when appropriate, but do
not circulate them further.

Escalate urgently when there are threats of violence, extortion, sexual
coercion, intimate images involving a minor, stalking, doxxing, or pressure to
meet offline. Do not negotiate with a person making threats or encourage the
child to manage the situation alone. Seek guidance from relevant safeguarding,
law-enforcement, or child-protection services in your jurisdiction.



Monitor the child’s wellbeing without conducting an interrogation. Persistent
anxiety, depressed mood, irritability, somatic complaints, sleep disturbance,
appetite change, social withdrawal, self-blame, school refusal, or thoughts of
self-harm deserve prompt attention from a qualified healthcare professional.
These signs do not establish a diagnosis, but they indicate that additional
assessment and support may be appropriate. Ask directly and calmly about safety
when concerned, and seek emergency help immediately for imminent danger.

Build a family culture of repair and respect

Prevention works best when it is embedded in ordinary family life rather than
introduced only after an incident. Establish shared expectations: ask before
sharing, never use private information to humiliate someone, do not forward
content received in confidence, and tell an adult when someone is at risk.
Review privacy settings and group memberships periodically, especially after a
new device, school transition, or change in social platform.

Adults should model the same behavior. Do not post a child’s embarrassing

story, image, or message for entertainment or discipline. Ask permission before
sharing family photos and respect a child’s reasonable refusal. Explain that

adults can make mistakes too and demonstrate how to correct them: acknowledge
the harm, remove the post where possible, apologize, and change the routine

that allowed it.

Revisit the topic at developmentally appropriate intervals. Children encounter
new platforms, disappearing messages, livestreams, edited images, and larger
peer networks as they grow. Conversations should include compassion for the
person affected, responsibility for the sender and bystander, and confidence
that seeking help is a safety skill. This approach supports digital citizenship
while preserving the child’s willingness to come forward when something goes
wrong.



